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1. Introduction

* Persistent storage refers to the mechanisms used to save data
permanently on a device, ensuring that the data remains available
even after the app is closed or the device is restarted

* Android provides several options for persistent storage, such as:

— Local database: using SQLlite, a lightweight relational database integrated in
Android

- Internal storage: to store private files directly on the device’s file system
— External storage: for storing files that can be shared with other apps
— DataStore: key-value pairs (e.g., for user preferences)

— Cloud storage: un this unit, we study Cloud Firestore, a cloud-hosted NoSQL
document database provided by Firebase (Google)
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2. Firebase

* Firebase is a set of backend cloud computing services and application
development platforms provided by Google

- |t provides a range of services and tools to assist developers in building,
improving, and scaling mobile and web applications

— It is sometimes called a backend as a service

* Google Cloud a suite of cloud computing services that provides for
data storage, analytics, machine learning, etc.

- Firebase is considered to be a part of Google Cloud
* Firebase was initially an independent startup that Google acquired in 2014
* Firebase has been integrated into the broader Google Cloud ecosystem

Y Google Cloud " Firebase

https://cloud.google.com/ https://firebase.google.com/
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2. Firebase

* Some key components of Firebase are the following:

— Cloud Firestore: a cloud-hosted NoSQL document database

— Authentication: support service for various authentication methods, including
email/password, social media logins (Google, Facebook, Twitter), and more

— Cloud Functions: serverless computing, allowing to run backend code in
response to HTTPS requests and events triggered by Firebase

— Cloud Storage: scalable and secure cloud storage for user-generated content
like images, videos, and other files

— Analytics: statistics about user engagement, retention, and conversion rates

Most Firebase services have quotas
and pricing based on the usage

https://firebase.google.com/docs/



https://firebase.google.com/docs/

Mobile Applications - 4. Storing data in Android

2. Firebase - Cloud Firestore

* In Cloud Firestore, the basic unit of storage is the document

- A document is a lightweight record that contains fields, which map to values
- Documents live in collections, which are simply containers for documents

Each document is collection
uniquely identified
by an automatically
generated or user- a ll alovelace

defined id

documents

— data

——

— document Born : 1815

https://firebase.google.com/docs/firestore/data-model
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2. Firebase - Cloud Firestore

* Some of the Firebase services are also available through the Google
Cloud console, for example, Cloud Firestore, Cloud Functions, or Cloud

Storage We use the Firebase
console in this unit

x o+ - o x - Firebase console x o+ QA w0 X

& C %5 consolecloud.google.com/home/dashboard?authuser= 1&project=uc3m-it-2024-13345-professors W o § C 25 consolefirebase.google.com/u/1/ e a@§
= Google Cloud 0 UCBMt2024-13345 professors ‘ | Search (/) for resources, docs, products, and more ‘ Q_ Search ‘ BEE A O : a % Firebase ¢ O B a a
Ii!  Cloud overview eI /' cusTomIZE
as  Products & solutions
I APIs H & Google Cloud Platform status Your Firebase projects
FINNED Requests (requests/sec) All services normal
@  Source Repositori.. & & uc3m-it-2024-13345-
= Goto Cloud status dashboard
professors
(+) cloud Functions & + UC3MHt-2024-13345-professors
A Frestore 2 A Nodstais available for the selected time frame. W Billing
Add project
B sl I 3 Estimated charges USD $0.00
B Biling For the billing period Mar 1 - 7, 2024 &
APL  APIs&Services B T B Take a tour of billing
[ )
©  1AME Admin = View detailed charges
Ge
YW Marketplace [} > ™
{8} ComputeEngine & == Monitoring
lashboard
@ Kubernetes Engine R F .
Set up alerting policies Explore a demo pl’OJeCt
=  Cloud Storage )
Create uptime checks
@ o a

https://console.cloud.google.com/ https://console.firebase.google.com/
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2. Firebase - Cloud Firestore

* To use Firebase, first we need a Google account
— In this course, we should use our UC3M account (e.g. xxxxxxxxx@alumnos.uc3m.es)

- Avoid using your personal
Google account

9 Firebase

Welcome to Firebase!

Tools from Google for building app infrastructure, improving
app quality, and growing your business

= View docs[A

@

Try a Firebase
sample app

]

Get started with a
Firebase project

» +
> ¢ console firebase.google.com/u/1/7pl
9 Firebase

Create a project

Confirm you are using

your UC3M account

@ Firebase projects are
containers for your apps
Explore a demo Appsi features like
project Rea alytics
Q

https://console.firebase.google.com/
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2. Firebase - Cloud Firestore

§ Firebase console X o+
2> C 2% console.firebase.google.com/u/1/7pli=1
® Firebase

Your projects

+

Create a project

A e
ih

@ Firebase projects are
containers for your apps
Explore a demo Apps in a project share features like
project Real-time Database and Analytics

@ Learn more [

The first step to use Cloud
Firestore is to add a project
in the console

v % Createproject - Firebase conse. X +

&«

[&] % console.firebase.google.com/u/1/ g i} S,

X Create a project

Let's start with a name for
your project ®

Enter your project name

B3 Select parent resource

o Join the Google Developer Program 4 to enrich your developer journey with access to Al
assistance, learning resources, profile badges, and more!

Already have a Google Cloud project?
Add Firebase to Google Cloud project

We need to use the Google cloud project already
created (uc3m-it-2025-16504-g**-lab), in which you
should have redeemed your educational Google

coupon ($50) on the lab session on 7 March
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2. Firebase - Cloud Firestore

- % Create project - Firebase conse. X + — O X ~  ® Create project - Firebase conse. X + = O X

o i .
<« & 2% consolefirebase.google.com/u/1/ T 5} &, < c 2 consolefirebase.google.com/u/1/ e 3 &

X Get started
x (et started

A few things to remember
Let's start with choosing your when adding Firebase to a D59

Google Cloud project Google Cloud project

/N You won't be able to undo this, though you'll be able to manually disable most Firebase services.

. o
< elect a Goog Ie CIO Ud prOJ ect /> (® Billing is shared between Google Cloud and Firebase. Learn more [4

N

3 ue3m-it-2025-16504-9g06-96 (@ since your project has billing enabled, you'll be on Firebase's pay-as-you-go Blaze pricing plan (3, and any

accrued Firebase charges will appear on your Cloud bill each cycle.
3 uc3m-it-2025-16504-9g05-96
) 1AM roles and permissions for project members are shared between Google Cloud and Firebase, so
3 uc3m-it-2025-16504-904-96 | project member access to your Google Cloud project will also apply to your Firebase project
Learn more [4

3 uc3m-it-2025-16504-g03-66

/N Deleting a Firebase project deletes the Google Cloud project too, and all contained resources.
£ uc3m-it-2025-16504-902-96

/N Deleting or modifying a resource or data within a Firebase project applies to the resource or data within
the Google Cloud project, too.

ree “

3 uc3m-it-2025-16504-901-96

3 uc3m-it-2025-16504-professors

Select your project here and
follow the instructions
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2. Firebase - C

% Create project - Firebase consc. X+

c

25 consolefirebase.google.com/u/1/

Get started

Confirm Firebase pricing plan

Billing is shared between Firebase and Google Cloud. Since your Google Cloud project has
billing enabled, you'll be on Firebase's pay-as-you-go Blaze pricing plan.

Blaze
Pay as you go

See full plan details (4

If you'd prefer to be on a different pricing plan, please create a new project without billing enabled

Previous ‘ Confirm and continue

We must have a billing
account in our project
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oud Firestore

~

&«

% Creste project - Firebase conse. X +

c

25 consolefirebase.goegle.com/u/1/

Get started

Google Analytics
for your Firebase project

Google Analytics is a free and unlimited analytics solution that enables targeting,
reporting, and more in Firebase Crashlytics, Cloud Messaging, In-App Messaging, Remote
Config, A/B Testing, and Cloud Functions.

Google Analytics enables

1 A/Btesting @ -1:, Breadcrumb logs in Crashlytics &

@ User segmentation & targeting across (@ 1 Event-based Cloud Functions triggers @

Firebase products
.Il Free unlimited reporting &

o Enable Google Analytics for this project

Recommended

Previous Continue

D

Analytics is optional

[«

-
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v

«

2. Firebase - Cloud Firestore

® Create project - Firebase consc. X +

(€]

23 consolefirebase.google.com/u/1/

Get started

Configure Google Analytics

Choose or create a Google Analytics account @

| 1| Default Account for Firebase - |

Previous ‘ Add Firebase

- o x i ® Create project - Firebase consc. X =+

T n ] & 5 <« G % consolefirebase.google.com/u/1/

uc3m-it-2025-16504-professors

@ Your Firebase project is ready

___y

Now Firebase is ready to
be used
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[ [
1:2! I I I’uEEE iEilss;GEE - <::: ‘(:)'l-j I I r-‘EEESSrI:‘[:)‘r.‘EE
[ ]
android {
— S - | namespace "es.uc3m.android.firebase"
N~ $ uc3m-it-2025-16504-professor X+ _ o % X
compileSdk =

|
« c 25 consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/overview b4 D = .i. ; ‘
defaultConfig {
i -it- - i - ., . . " . . "
% Firebase TR A R A e (7 ] applicationId = "es.uc3m.android.firebase
A Project Overview o ¢: Enrich your developer journey with Google Developer Program [ Join now Dismiss minSdk = 24
o targetSdk = 35
Generative A . _ versionCode = 1
uc3m-|t-2025-“. { Blaze plan ) | [E* Getting started? Tell Gemini about your project 4+ | versionName = "1.9"
-4 Build with Gemini I —
@  Genkit (rew) @ | . _ o . . . "
testInstrumentationRunner = "androidx.test.runner.AndroidJUnitRunner
Product categories }
Build v Get started by addlng v .\ UC3m-it-2025-16504-professor X+ = D_ x

Run v Firebase to your app p 4 . « G % consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/overview w O 0w 4§ N
- Go to docs [
Analytics v
o~
VA \S

% Add Firebase to your Android app

| 3t All products

The Android package name must
be the id defined in our app’s
" Then, we should register build.gradle.kts

our Android app

My Android App

o Register app
Related devel

‘ STIAINe yOur ICCUachR WILTT T Casc

Debug signing certificate SHA-1 (optional) @
00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00:(

mic Links, and Google Sign-In o phone number support in Autn

Register app

e Download and then add config file

https://firebase.google.com/docs/android/setup
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2. Firebase - Cloud Firestore
Then we need to download a

(© (T — : — o - configuration file called google-
e G % consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/overview hxd o3 I ; i Ser\Vices . json and Copy it to the app

‘ sotadecsts folder of our Android project
x  Add Firebase to your Android app

‘ ° Register app

Android package name: es.uc3m.android.helloworld

= Copy

@ Download and then add config file nstructions for Android Studio below | Unity[} C++[2 Copy file C:\Users\boni\Downloads\google-services.json

‘ & Download google-services.json )

Switch 1o TS BTaRETvIew T Android Studio to see H Project o 1 To directory:  C:\Users\boni\Documentsideviandroid-examples\Firebase\app
your project root directory. s L.l s I Use Ctrl+5Space for path completion

? Open in editor “ Cancel

Mew name: | google-services“son

Move your downloaded google-services. json file
into your module (app-level) root directory.

o Firebase [Firebase Demo] C:\Users

.gradle

[0 .idea
|
| =) —

- build

>{

Project [

(= src

https://developers.google.com/android/guides/google-services-plugin
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2. Firebase - Cloud Firestore

* For security reasons, it is not recommended to publish google-
services.json on open repositories (e.g., in GitHub)

— As the doc says:

For open source projects, we generally do not recommend
including the app's Firebase config file or object in source
control because, in most cases, your users should create their
own Firebase projects and point their apps to their own
Firebase resources (via their own Firebase config file or object).

https://firebase.google.com/docs/projects/learn-moretconfig-files-objects

So, it you are using an open GitHub
repository, a good practice is to include
this file name in . gitignore



https://firebase.google.com/docs/projects/learn-more#config-files-objects
https://github.com/bonigarcia/android-examples/tree/main/Firebase
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2. Firebase - Cloud Firestore

* Then, we need to configure our Android project to use Firebase:

build.gradle.kts (project)

~ ¥ uc3m-it-2025-16504-professor X +

| . plugins {
< C % consolefirebase.google.com/u/1/praject/uc3m-it-2025-16504-professors/averview * 0 = & 5 ‘ a l ia s ( L 1b5 . p L ugins . goog L e.s er‘vi ces ) a p p ly 'Fa 1 se
© Acd Firebase SDK Instructions or radle | UiyES G+ Solodocsz }
| Y Are you still using the buildseript syntax to manage plugins? Learn how to
add Firebase plugins (7 using that syntax. b .
uild.gradle.kts (app)
1. T ke the google-services. json fi I ble to Fireb: SDKs, d the Googl: 3
S;:;\;:gr:;s o json config values accessible to Firebase SDKs, you need the Google pluglns {
(@ otlin DSL (build gradle.kts)  (O)  Groovy (build gradie) alla S ( L -Lbs * p L uglns * goog L e.services )
‘Add the plugin as a dependency to your project-level build.gradle.kts file: }
Root-level (project-level) Gradle file (<project>/build.gradle . kts): .
dependencies {
lugins { . . . .
o implementation(platform(libs.firebase.bom))
65 T CEFeTEETRY T (i CHE SRS R iR implementation(libs.firebase.firestore)
id("com.google.gms.google-services") version "4.4.2" apply false o . . . .
) e " implementation(Libs.firebase.auth)
| 2. Then, in your module (app-level) build.gradle . kts file, add both the google-services plugin and
any Firebase SDKs that you want to use in your app:
Module (app-level) Gradle file (<project>/<app-module> /build.gradle.kts) libs.version.toml
plugins { ‘ .
1d(*com.android. application”) o o [versions]

google-services = "4.4.2"
firebaseBom = "33.10.0"

[libraries]

firebase-firestore = { module = "com.google.firebase:firebase-firestore" }

firebase-bom = { module = "com.google.firebase:firebase-bom", version.ref = "firebaseBom" }
firebase-auth = { module = "com.google.firebase:firebase-auth" }

[plugins]
google-services = { id = "com.google.gms.google-services"”, version.ref = "google-services" }


https://github.com/bonigarcia/android-examples/tree/main/Firebase
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2. Firebase - Cloud Firestore

~ & uc3m-it-2025-16504-professor X+ = [m} e
|
|« c 25 consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/overview T D = R s ‘

Go to docs [

% Add Firebase to your Android app

° Register app

Android package name: e 3m.android.helloworld

o Download and then add config file -

' ~ & ua3m-it-2025-16504-professor X+ - o X
o Add Firebase SDK <« &) 25 consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/overview w n} = 4 ;
‘ Firebase uc3m-it-2025-16504-professors « 0
| o Next steps A Project Overview o 4} Enrich your developer journey with Google Developer Program  Join now Dismiss
: fa}
You're all set! Generative Al .  r
) ] uc3m- |t-2025-". C [E% Getting started? Tell Gemini about your project ) o
Make sure to check out the documentation [5 to learn how to get started with each Firebase product that 4 Build with Gemini
you want to use in your app .
@ Genkit (7EW) & es.uc3m.android.f... + Add app @)

You can also explore sample Firebase apps [

Or, continue to the console to explore Firebase.

Build v
Previous Continue to console
Run v
— Analytics v
All products

Related development tools

At the end, you can see your app | mEo

Checks[2 ®

in the Firebase console Cmm

Payas

Waiting for Analytics data...
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2. Firebase - Cloud Firestore

v $ uc3m-it-2025-16504-professor. X ar - a X
<« [¢] 25 consclefirebase.google.com/u/1/project/uc3m-it-2025-16504-professorsfoverview 4 o &

‘ Firebase uc3m-it-2025-16504-professors v Overview

m— Scroll down an click on
4 Project Overview fos
Accelerate app development X w“ . ”
Cloud Firestore
S
-4 Build with Gemini

@ Genkit (new)
Product categories

Build v | % ucm-it-2025-16504-professor X + - o s

Run v Authentication Cloud Firestore | € c 2: consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/firestare r & k2 ;
An end-to-end user identity solution in under 10 lines of code rfuy leries, and automatic s:a\i\‘q u
Analytics v & Firebase uc3m-it-2025-16504-professors = .
All products . {& Project Overview

- .
Related development tools v \ T Create database +
IDXE @ ‘ -4 Build with Gemini _
o o Set name and location —— ( 2 ) Secure rules
Checks [ @ ;@ Genkit (new) — @

Bloe Modify Storage Hosting I Project shortcuts
Pay as you go Store & retrieve user generated content Deploy web apps in seconds | Database ID
2 Firestore Database |
< (default)
Qoa il Ruild faatl o e ories
Build Location
eur3 (Europe) -
. Run
@ Your location setting is where your Cloud Firestore data will be stored
Then, we should create a
o After you set this location, you cannot change it later. Learn more [
database, specifying a name (can R
. o o . | Cancel m
be just “default”) and a location Reted develpmert s
Blaze . |
Pay as you go MDdlfy
€33 How do | get started?
< View the docs @ 1
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2. Firebase - Cloud Firestore

[ H ue3Im-it-2025-18304-professor X + - O %

& Firebase

uc3m-it-2025-16504-professors ~

A& Project Overview
Create database
Generative Al

4 Build with Gemini e Set name and location —— a Secure rules + |
uild with Gemini |

@ Genkit (hew)

e your data structure, you will need to write rules to secure your data
Project shortcuts

2% Firestore Database ‘
(® Startin production mode rules_versio

Product categories

Build match 1t

allow read, write: if false;
Run () Startin test mode

Analytics

@ Al third party reads and writes will be denied

3t All products

Related development tools

Blaze Mod
Pay as you go . -

@ How do | get started?

View the docs & J

|2|;

rules_version =

service cloud.firestore {
match /databases/{database}/documents {
match /{document=**} {
allow read, write: if
request.time < timestamp.date(2025, 4, 5);

https://firebase.google.com/docs/rules

5 console firebase.google.com/u/1/project/uc3m-it-2025-16504-professors/firestore * O & § ‘

Then, we need to specify the Security Rules,
which are a set of declarative statements that
define how Firestore should handle read and
write operations. We can start in test mode,
although this should be changed in the future

P v $ uc3m-it-2025-16504-professor X + -

| « ¢ =

console.firebase.google.com/u/1/project/uc3m-it-2025-16504-professors/firestore Yr D

® Firebase

uc3m-it-2025-16504-professors

{0 FEREOLED Create database

ErEm el 0 Set name and location —— e Secure rules

-4 Build with Gemini
@ Genkit (vew)

Project shortcuts

After you define your data structure, you will need to write rules to secure your data.
Learn more [

23 Firestore Database | (O start in production mode AEE el

Product categories

Build

allow read, write: if

@ Start in test mode request.time < timestamp.date(2025, 4, 5);

Run

Analytics

o The default security rules for test mode allow anyone with your
database reference to view, edit and delete all data in your
database for the next 30 days

3t All products

Related development tools
Blaze Cancel Create

Mod
Pay as yougo

i s
< View the docs
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2. Firebase - Cloud Firestore

* The Security Rules is a feature in Firestore that allows us to control
access to our database

- These rules determine who can read, write, update, or delete data in your
Firestore collections and documents

— They are organized hierarchically and follow this structure:

This line specifies the rules_version = '2°;
database and documents service cloud.firestore {
to which the rules app|y match /databases/{database}/documents {

// Define rules for specific collections or documents

match /collection/{document} {

This line defines rules for a allow read, write: if <condition>; This line specifies the operations
specific collection or ) } (read, write, create, update,
document } delete) allowed under certain
conditions

https://firebase.google.com/docs/firestore/security/get-started
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2. Firebase - Cloud Firestore

~ ® ucdm-it-2025-16504-professor X + — O %
< &} %% consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/firestore/databases/-default-/rules ¥t o3 R ;
’ Firebase ue3m-it-2025-16504-professors v a ‘

A Project Overview & Cloud Flrestore Add database [E% Ask Gemini how to get started with Firestore

- tive A Data Indexes Disaster Recovery (NEW Usage ¥ Extensions
Generative Al
+

-4 Build with Gemini

@ Genkit (vev) Develop & Test @

Project shortcuts

We can change the

security rules in this

part of the Firebase
console

e Today - 6:18 PM

=X Firestore Database

A% Authentication

1 rules_version Al
Today » 1:42 P} 2
Product categories 3 service cloud.firestore {
4 match /databases/{database}/documents {
. 5 match /{document=%*} {
Build ¥ Today * 11:49 AM 6 allow read, write: if request.auth !'= null;
- |
Run ~ 8 }
}
Analytics v 18
All products

Related development tools

Blaze

Pay as you go Modify

Tir

Rules Playground

and explore with b
Rules G’

W om o

o



Mobile Applications - 4. Storing data in Android

2. Firebase - Cloud Firestore

* Some examples of basic security rules are as follows:

rules version = '2';
- Test mode: open
service cloud.firestore { access in our database

match /databases/{database}/documents { . . .
match /{document=**} { for a limited period

allow read, write: if (usually 30 days)
request.time < timestamp.date(2025, 4, 5); :
} Authenticated users: only
y } allow access to users who are
logged in
rules_version = '2'; rules_version = '2'; W
, . Unlimited open access. , .
service cloud.firestore { . . service cloud.firestore {
match /databases/{database}/documents { This approach is not match /databases/{database}/documents {
match /{document=**} { recommended since it match /{document=**} {
allow read, write: if true; . allow read, write: if request.auth != null;
) < completely disables }
¥ security ¥
¥ ¥
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2. Firebase - Cloud Firestore

I~ # ucdm-it-2025-16504-professor X + =

D s 6 e o oo i 2025 ARS8 et et oot « o 530 After provisioning the database, we can
$ Fircbase o202 16508 rfesors < P manage the documents in the database

Cloud Firestore ( Ausssse ) (5 askcomii oo get stariedwith Frestors manually, although our objective is to do it
Data Rules Indexes Disaster Recovery (nEw Usage | % Extensions prog ra m m atica I |y from Ou r And rOid a p p

— + |

#A Project Overview o

-4 Build with Gemini

@ Genkit (vav) Avoid surprises on your bill by creating a budget to monitor incurred charges  Create budget X @ |

v

| I E} Protect your Cloud Firestore resources from abuse, such as billing fraud or phishing Configure App Ch~~" -
| v & uc3m-it-2025-16504-professcr X+

- a X
|
Panel view Q < c 2% consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/firestore/databases/-default-/data r E} ‘L ;

| . Firebase uc3m-it-2025-16504-professors ~ .

Bl - @ & More in Good .
| R A Project Overview Fo Cloud F| restore Add database [E% Ask Gemini how to get started with Firestore a
| un v ‘ (

22 (default) . .
- 3 . Data Rules Indexes Disaster Recovery (New ) Usage | ¥ Extensions

Analytics ~ enerative Lol

' +

+ Start collection
-4 Build with Gemini

Start a collection

All products ‘ @ Genkit (new) N udget 5 @]
| o Give the collection an ID (2) Add its first document
| Project shortcuts =
| } App Check X
Related development tools 2 Firestore D e
- ataba:
e Madif e
Pay as you go viodity Product categories / W Query builder
¢ Build 4 Collection ID (D) i
@ tin Google Cloud
Run v | noteg|
Analytics v

#:  Allproducts Cancel m

Related development tools

Blaze

Pay as you go Rasibg

i
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2. Firebase - Cloud Firestore

* For handling Cloud Firestore programmatically, we need some form of
asynchronous programming

— Asynchronous programming is a paradigm that allows tasks to be executed
concurrently, without blocking the execution of the main program

— This is particularly useful for tasks that may take a significant amount of time
to complete, such as network requests

* Using Kotlin Coroutines can simplify asynchronous programming in
Android app

— Coroutines are functions that can be paused and resumed without blocking
the thread, making it ideal for long-running tasks like network operations or
database access

— Coroutines allow us to write asynchronous code in a sequential style, making
it easier to read and maintain

https://developer.android.com/kotlin/coroutines
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2. Firebase - Cloud Firestore
\\‘cfo \\\
3 & N
\\(/6 R
For managing complex state The ViewModel in this example
that survives configuration expose a notes list (notes) and A
changes, we can use an functions to handle it with CRUD
instance of ViewModel operations
build.gradle.kts (app)
class MyViewModel : ViewModel() { dependencies {
private val _notes = MutableStateFlow<List<Note>>(emptyList()) implementation(Llibs.androidx.runtime.livedata)
val notes: StateFlow<List<Note>> get() = _notes }
private val _toastMessage = MutableStateFlLow<String?>(null) libs.version.toml
val toastMessage: StateFlow<String?> get() = _toastMessage ) )
[versions]
private val firestore = FirebaseFirestore.getInstance() runtimeLivedata = "1.7.8"
[libraries]
androidx-runtime-livedata = { module =
} "androidx.compose.runtime:runtime-livedata”,
version.ref = "runtimelLivedata" }

The ViewModel should remain Ul-agnostic, /\

therefore we expose a message
(toastMessage) to be displayed in the Ul in
case of errors

We observe changes in the ViewModel
using the library LiveData
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2. Firebase - Cloud Firestore
\\\ f \\\
6;6
Add data. We use the add () method to
Read data. We can use the get () : Q) :
, , , add a document in a collection
method to retrieve an entire collection
private fun fetchNotes() { fun addNote(title: String, body: String) {
viewModelScope. launch { viewModelScope. launch {
firestore.collection(NOTES COLLECTION).get() val note = Note(title = title, body = body)
.addOnSuccessListener { result -»> firestore.collection(NOTES_COLLECTION)
val notelList = result.map { document -> .add(note)
document.toObject<Note>().copy(id = document.1id) .addOnSuccessListener {
} fetchNotes()
_notes.value = notelList }
} .addOnFailurelListener { exception ->
.addOnFailureListener { exception -> _toastMessage.value = exception.message
_toastMessage.value = exception.message }
} } M
} }
} . . . . .
Using viewModelLScope is a way to manage Firestore creates collections and
coroutines in a ViewModel. When the documents implicitly the first time we
ViewModel is cleared (e.g., when the add data to the document

associated Activity is destroyed), the

viewModelScope is automatically canceled,
ensuring that no coroutines run unnecessarily https://firebase.google.com/docs/firestore/quickstart#java 1
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2. Firebase - Cloud Firestore
. G \\
Update data. We can use the update()
method to modify a document. We should Delete data. We can use the delete() A
know the document id (typically method to modify a document. We should
autogenerated) also know the document id
fun updateNote(id: String, title: String, body: String) { fun deleteNote(id: String) {
viewModelScope. launch { viewModelScope. lLaunch {

val updatedNote = Note(title = title, body = body) firestore.collection(NOTES_COLLECTION).document(id)
firestore.collection(NOTES COLLECTION).document(id) .delete()

.set(updatedNote) .addOnSuccessListener {

.addOnSuccessListener { fetchNotes()

fetchNotes() }
} .addonFailureListener { exception ->
.addOnFailurelListener { exception -> _toastMessage.value = exception.message
_toastMessage.value = exception.message }
} }
} }
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O
° ° ‘\cf@ ‘\\
\\\ 0 -
. rirepase - Ciou Irestore %, N
KA
@Composable \\\<$ k.
fun MainScreen(viewModel: MyViewModel = viewModel()) { . ‘\
var showAddNoteDialog by remember { mutableStateOf(false) } We Observe Changes N nOteS and A
var noteToEdit by remember { mutableStateOf<Note?>(null) } . D\
val context = LocalContext.current toa StMessage from the VleWMOdel
val notes by viewModel.notes.collectAsState()
val toastMessage by viewModel.toastMessage.collectAsState()
Scaffold( if (showAddNoteDialog) {
floatingActionButton = { AddNoteDialog(
FloatingActionButton(onClick = { showAddNoteDialog = true }) { onDismiss = { showAddNoteDialog = false },
Icon(Icons.Default.Add, contentDescription = stringResource(R.string.add note)) onAddNote = { title, body ->
} viewModel.addNote(title, body)
} showAddNoteDialog = false
) { padding -> }
Column(modifier = Modifier.padding(padding)) { )
LazyColumn { }
items(notes) { note ->
NoteItem( noteToEdit?.let { note ->
note = note, EditNoteDialog(
onNoteClick = { noteToEdit = it }, note = note,
onDeleteClick = { viewModel.deleteNote(it.id!!) } onDismiss = { noteToEdit = null },
) onUpdateNote = { title, body ->
} viewModel.updateNote(note.id!!, title, body)
} noteToEdit = null
} }
} )
}
LaunchedEffect(toastMessage) {
. toastMessage?.let { message ->
LaunChed E'F'Fect IS a hEIper Composab|e that aHOWS Toast.makeText(context, message, Toast.LENGTH_LONG).show()
us to run background tasks (like fetching data, waiting viewModel . showToast (null)
. . . . }
for something, or listening for updates) safely (i.e., }

without blocking the Ul) }
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2. Firebase - Cloud Firestore

This is an example

Hello World
~ # uc3m-it-2025-16504-professor X + = [m] X
Delete . r
< G % consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/firestore/databases/-default-/data/~ 2Fnotes~2FbOYZONNPwpUrLBB2QwWY  ¥r £} &
. a
® Firebase uC3M-it-2025-16504-professors v a
A~ EEETT o ClOUd Firestore Add database | ( Ask Gemini how to get started with Firestore a
Data  Rules  Indexes  Disaster Recovery (WEW usage | ¥ Extensions
Generative Al
- +
Add Note 4 Build with Gemini
@ Genkit (vew) ®
§ Panelview  Querybuilder 3
Title Project shortcuts
This is an example
Z Firestore Database [ > notes > bOYZONNfPwp. & More in Google Cloud v
. icati
Body &% Authentication . .
23 (defaul) |3 notes = i [E] bOYZONNfPWPUILBb2aWY :
Hello World i
+ Start collection + Add document + Start collection

Build @ notes > bOYZENNFPWUrLEb2QWY > Add field

Cancel @ | Run - body : "Hello World"

title: 'Thisisan example

+

Analytics ~
All products
Blaze 2
Payasy Modify
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2. Firebase - Authentication

* Authentication in Firebase is a service that allows users to sign in
using various methods, such as email/password, phone numbers, or
social media accounts, among others

~  ® ucdm-it-2025-16504-professor X+ - o X ¥ ucm-it-2025-16504-professor X+
<« C = consolefirebase.google.com/u/1/praject/uc3m-it-2025-16504-professors/authentication w O & g € C % consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/authentication/providers w00 &
uc3m-it-2025-16504-professors ~ a ‘ ’ Firebase uc3m-it-2025-16504-professors ~ ﬂ ‘
a 4 Buidvith Gerin Authentication a
@ Genkit (new) Users Sign-in method Templates Usage Settings ¥ Extensions
+ +
oject shortcuts
Authentication .
.......... @ 2 Firestore Database sign-in providers @
Authenticate and manage users from a 2% Authentication
variety of providers without server-side Get started with Firebase Auth by adding your first sign-in method
> gl
Build ~ Build - Native providers Additional providers Custom providers
—
P O ( Get starte d ) ( [ AskGemini ) / -~ -
© \ B = \:\ Run [ Facebook P> Play Games
S -~ \
\ Analytics <
n \ )
O Apple ) Gitrub
it All products
. 2, Anonym Mi ft Twitter Q vah
B R Related development tools
(-) Functions
Learn more DXE; @
® Hosting
Checks (3 @
(2 Machine Learnin g Advanced
How do | get started?
EC Blaze ) o
m H m H m F e Modify SMS Multi-factor Authentication
it o bl toth unt
& "G

We need to select one or more sign-in providers
(email/password, phone, social ids, etc.). In the
following example, we use email/password
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2. Firebase - Authentication

v ® ucim-it-2025-16504-professor X+ _ o %

< Cc 25 console.firebase.google.com/u/1/project/uc3m-it-2025-16504-professors/authentication/providers h~ ¢ 3 E2 ;
, Firebase uc3m-it-2025-16504-professors - a ‘
-4 Build with Gemini Authentlcatlon n
@ Genkit (New) Users Sign-in method Templates Usage Settings ¥ Extensions
- +

Project shortcuts

2% Firestore Database Sign-in providers @ We need tO enable authentlcatlon
£ puenteaton with email/password here

Product categories

) Email/Password
Build v

1. Qur SD 30

and email ad

Run v using their email addres

rification, password r

primitives. Learn more [4

Analytics v

Email link (passwordless sign-in) = Enable
All products

Related development tools

DXEZ @
Checks[Z @
Advanced

Blaze

Pay as you go Modify

SMS Multi-factor Authentication
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2. Firebase - Authentication
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* In the Java/Kotlin logic, we implement the logic for creating users
(sing up) and authenticating existing users (log in):
Sing up Login
fun signUp(email: String, password: String) { fun login(email: String, password: String) {
viewModelScope. lLaunch { viewModelScope. launch {
try { try {
auth.createUserWithEmailAndPassword(email, password).await() auth.signInWithEmailAndPassword(email, password).await()
_route.value = NavGraph.Home.route _route.value = NavGraph.Home.route
} catch (e: Exception) { } catch (e: Exception) {
_toastMessage.value = e.message _toastMessage.value = e.message
} ¥
} }
} }

In both cases, the strings email and
password have been read from the Ul

https://firebase.google.com/docs/auth/android/start
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2. Firebase - Authentication

», *
N
N
~ & uBm-it-2025-16504-professor X+ - o X
C re a‘t e accou n‘t <« G % consolefirebase.google.com/u/1/project/uc3m-it-2025-16504-professors/authentication/users % O §
Please sign in to continue Please sign in to continue ’ Firebase UC3M-it-2025-16504-professors + ﬂ
. . Project Overview Authentlcatlon
Email john.doe@example.com G G ° ja}
P Users Sign-in method Templates Usage Settings % Extensions
+
Password -4 Build with Gemini
@  Genkit Ciew) @ Thefollowing Authentication features will stop working when Firebase Dynamic Links shuts down en August 25, 2025: ema v (@]
authentication for mobile apps, as well as Cordova OAuth support for web apps.
Project shortcuts
2 Firestore Database
2% Authentication Q_ search by email address, phone number, or user UID m c H
Sign up 9 . ) Identifier Providers Created |, signed In User UID
john.doe@example.com Mar 7, 2025 Mar 7,2025 FHMgL76ATYDNIPBVe
Build ~
Run & Rows per page: 50 - 1-
Analytics ~
| Madify
¢ &
L) >

Don't have an account? Sign up Already have an account? Login
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3. DataStore

* DataStore is a modern solution introduced by Android Jetpack to
provides an efficient way to store key-value pairs

- It is designed to address the limitations of SharedPreferences (used in the
legacy Android View system)

* The advantages of DataStore are the following:

- Asynchronous API: Uses Kotlin coroutines for asynchronous operations,
avoiding blocking the main thread

— Type safety: Reduces runtime errors by leveraging Kotlin’s type system
— Data consistency: Ensures atomicity for read-write operations

- Modern architecture: designed to work seamlessly with Jetpack components
like ViewModel and LiveData

https://developer.android.com/topic/libraries/architecture/datastore
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3. DataStore
. A 0.
WA
const val DATASTORE NAME = "settings S
The fo||owing examp|e val USER_NAME_KEY = stringPreferencesKey("user_name") A\
val IS ENABLED KEY = booleanPreferencesKey("enabled") N
stores two values (and \

Str‘ing and BOOlean) val Context.dataStore: DataStore<Preferences> by preferencesDataStore(name = DATASTORE NAME)

in a data store ca”ed class DataStoreHelper(private val context: Context) {
"Settings" suspend fun saveUserName(name: String) {

context.dataStore.edit { preferences -»>
preferences[USER_NAME KEY] = name

}
}
val userName: Flow<String> = context.dataStore.data
The keyword suspend .map { preferences ->
. X X X preferences[USER_NAME KEY] ?: ""
indicates that the function is a }
coroutlne, so it can be anSEd suspend fun saveEnabled(enabled: Boolean) {
and resumed, allowing it to context.dataStore.edit { preferences ->
preferences[IS ENABLED KEY] = enabled
perform asynchronous }
operations without blocking }
the main thread val enabled: Flow<Boolean> = context.dataStore.data

.map { preferences ->
preferences[IS ENABLED KEY] ?: false

}


https://github.com/bonigarcia/android-examples/tree/main/DataStore

Mobile Applications - 4. Storing data in Android

‘\o,f \\\
\\Qo R\
3. DataStore
class SettingsViewModel(private val dataStoreHelper: DataStoreHelper) : ViewModel() { \‘\?3&6\\\
private val _userName = MutableStateFlow("") \‘\\
val userName: StateFlow<String> get() = _userName A
We use a VieWMOdel to private val _isEnabled = MutableStateFlow(false)
. 5 . val isEnabled: StateFlow<Boolean> get() = _isEnabled
interact with the previous
it
DataStoreHelper to it g
g viewModelScope. launch {
manage and perS|St user dataStoreHelper.userName.collectLatest { name ->
settings. It uses Kotlin’s , _userNarme.value = name
StateFlow to expose }
. . viewModelScope. launch {
these Settlngs tothe Ul in a dataStoreHelper.enabled.collectLatest { enabled ->
. _isEnabled.value = enabled
reactive way }
}
} When a ViewModel has
fun saveUserName(name: String) { .
viewModelScope.launch { dependenC|es (e'g"
dataStoreHelper.saveUserName(name) datastor\eHelper\) we need a
} 4
} way to pass those dependencies
fun saveEnabled(enabled: Boolean) { to the ViewModel during its
viewModelScope. lLaunch { o
dataStoreHelper.saveEnabled(enabled) creation
}
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3. DataStore %%

class SettingsViewModelFactory(
private val dataStoreHelper: DataStoreHelper

A way to provide ViewModel

dependencies (e.g. ) : ViewModelProvider.Factory {
. . override fun <T : ViewModel> create(modelClass: Class<T>): T {
dataStOI"EHelper‘ in this if (modelClass.isAssignableFrom(SettingsViewModel::class.java)) {
2 @Suppress ("UNCHECKED_CAST")
. example) L Fhrough a return SettingsViewModel(dataStoreHelper) as T
ViewModelProvider.Factory }
. . throw IllegalArgumentException("Unknown ViewModel class™)
to customize the creation of }

ViewModel instances ¥

* While custom factories work, they can become verbose when having
many ViewModel classes with dependencies. Modern alternatives
include:

— Hilt: A dependency injection library that simplifies ViewModel creation
- Koin: A lightweight dependency injection framework for Kotlin


https://developer.android.com/training/dependency-injection/hilt-android
https://insert-koin.io/
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3. DataStore A,
° L % N
\\\C%s' &
@Composable ‘ \\fs .

fun SettingsScreen(

modifier: Modifier = Modifier, viewModel: SettingsViewModel = viewModel(
factory = SettingsViewModelFactory(

DataStoreHelper(LocalContext.current)

)

) F|na”y’ we use Enter your name
) { .
val userName by viewModel.userName.collectAsState() the VleWMOdel True/false
val enabled by viewModel.isEnabled.collectAsState() .
in our Ul
Column(
modifier = modifier
fillMaxSize()
.padding(16.dp)
) {
OutlinedTextField(
value = userName,
onValueChange = { viewModel.saveUserName(it) },
label = { Text(stringResource(R.string.enter_name)) },
modifier = Modifier.fillMaxWidth()
)
Spacer(modifier = Modifier.height(16.dp))
Row (
verticalAlignment = Alignment.CenterVertically, modifier = Modifier.fillMaxWidth()
) {
Text(text = stringResource(R.string.enabled), modifier = Modifier.weight(1f))
Switch(
checked = enabled, onCheckedChange = { viewModel.saveEnabled(it) })
}
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4. Files

* Managing files in Android using Kotlin and Jetpack Compose involves
interacting with the Android file system to read and write files

* Android provides different APIs for file management, such as:
1. Internal storage: private to the app

2. External storage: shared storage accessible by other apps (requires
permissions)

https://developer.android.com/training/data-storage
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4. Files - Internal storage

* For each app, the Android system provides directories within internal
storage where an app can organize its files:

- One directory is designed for our app’s persistent files
— Other directory contains our app’s temporal files (cache)

* In either case, the app doesn’t require any system permissions to
read and write to files in these directories

* There are different ways to manage files in the internal storage:
- Using the File API

— Using context methods (e.g., openFileInput() to read,
openFileOutput() to write, etc.)

https://developer.android.com/training/data-storage/app-specific
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4. Files - Internal storage

class FileHelper(private val context: Context) { S
N
// Write to a file 1in 1internal storage \\\
fun writeToFile(fileName: String, content: String): Boolean { ThlS example encapsulates the %
return try {
context.openFileOutput(fileName, Context.MODE_PRIVATE).use { stream -> access to the internal Storage
stream.write(content.toByteArray())
} in a helper class
true
} catch (e: IOException) {

Toast.makeText(context, e.message, Toast.LENGTH_LONG).show()
false

}

// Read from a file in internal storage
fun readFromFile(fileName: String): String {
return try {
context.openFileInput(fileName).bufferedReader().use { reader ->
reader.readText()
}
} catch (e: IOException) {
Toast.makeText(context, e.message, Toast.LENGTH_LONG).show()

}

// List all files 1in 1internal storage
fun listFiles(): Array<String> {
return context.filelList()

}

// Delete a file in 1internal storage
fun deleteFile(fileName: String): Boolean {
return context.deleteFile(fileName)

}
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4. Files - Internal storage \ %,
- N =
. N % N
% C‘%' N
N %
class FileViewModel(private val fileHelper: FileHelper) : ViewModel() { ‘\\45 R

private val _fileContent = MutableStateFlLow("")
val fileContent: StateFlow<String> get() = _fileContent

The helper Class is used in private val filelist = MutableStateFlow<List<String>>(emptyList())
val filelList: StateFlow<List<String>> get() = _filelist

File Name

a VIeWMOdeI, WhICh IS . . . . . example.txt
fun writeToFile(fileName: String, content: String) {
then observed in the Ul viewModelScope. Launch {
val success = fileHelper.writeToFile(fileName, content) (Hmmwmnq
if (success) {
refreshFileList()
: D
}
} File Content: Hello World

. Files in Internal Storage:
fun readFromFile(fileName: String) { example.txt

viewModelScope.launch {
_fileContent.value = fileHelper.readFromFile(fileName)
}
}

fun refreshFilelList() {
viewModelScope.launch {
_filelList.value = fileHelper.listFiles().toList()
}
}

fun deleteFile(fileName: String) {
viewModelScope.launch {
val success = fileHelper.deleteFile(fileName)
if (success) {
refreshFileList()

}
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4. Files - Internal storage

* The path for storing files in the internal storage Ce— .

is: /data/data/<app id>/files @ o= 0

Kl Gerdens: Hello v d

Flles In ernal Shorge:

awamolzte

Files Internal Storage Demo

File (© MainActivity.java SecondActivity.jav 2 +
o We can use the integrated
Viev‘v’ Tool Windows o Commit . . . 11
Nerou s Device Explorer in Android
Refactor Quick Definition » (1] Bookmarks 2 . .
Studio to browser these files
Run Quick Type Definition C* Run 4 bz Device Exglorer
9 Debug evice exp
;?ID‘S (D Problems
Window 8 Structure [Z Pixel 4 API 30 An
Help (&) Services 8 Ir
5 Git 2 Files  Processes
/> activity_sec (=) Profiler H
[ mipmap £1 App Inspection L 4 1 W e 3
[ values [L App Links Assistant :
[2res t ) G App Quality Insights ; MName Per... Date Size
&7 Gradle Scripts Recent Files Cri+E T Build

Recently Changed Files B Build Variants Kt Th IS exp I orer can be (o) pe ] ed [J es.uc3m.android.datastore drwxrv 2025-03-10( 4 KB

Recent Locations § E [0 es.uc3m.android.firebase  drwxry 2025-03-10( 4 KB

Recent Changes . [& Device Explorer . u Si ng View eTOOI [J es.uc3m.android.geocodin drwxry 2025-03-10( 4 KB

[L Device Manager ~ [Jes.uc3m.android.internal  drwxrv 2025-03-10( 4 KB

Gradle = =
- . h d 2025-03-101 4KB
pS———— . Windows->Device Explorer Do
s s T3 Layout Inspector [J code_cache drwxrv 2025-03-101 4 KB
Quick Switch Scheme... C
Active Editor o Lot [Ifiles drwxrv 2025-03-101 4 KB
. = example.txt -rw-rw 2025-03-101 1B

Notifications
1% Pull Requests |j|ib Irwxrw 2025-03-101 98B

Reset Font Size & Resource Manager [J es.uc3m.android.location  drwxry 2025-03-10 ( 4 KB
. L [ Running Devices
Bidi Text Base Direction = [ org.chromium.webview_sh drwxrv 2025-03-10( 4 KB

(& statistic
Terminal A 2 [ local drwxry 2025-03-10( 4 KB
= TODO
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4. Files - Internal storage

class CacheFileHelper(private val context: Context) {

// Write to a file in the cache directory
fun writeToCache(fileName: String, content: String): Boolean {
return try {
val file = File(context.cacheDir, fileName)
FileOutputStream(file).use { stream ->
stream.write(content.toByteArray())
}
true
} catch (e: IOException) {
e.printStackTrace()
false

}

// Read from a file in the cache directory
fun readFromCache(fileName: String): String {
return try {
val file = File(context.cacheDir, fileName)
file.bufferedReader().use { reader ->
reader.readText()
}
} catch (e: IOException) {
e.printStackTrace()

}

// Delete a file from the cache directory

fun deleteFromCache(fileName: String): Boolean {
val file = File(context.cacheDir, fileName)
return file.delete()

In the examples repository, you can \ %

find another app that uses the .
temporal internal storage (cache)

File Name
(temporal.txt

File Content
(this is atest

W Read File Delete File |

File saved successfully!

The path for storing temporal files is:
/data/data/<app_id>/cache

Device Explorer 1/

[& Pixel 4 API 30 Android 11

Files Processes

& W < @
Mame P... Date Size
(7 com.google.mainline.telerr drw: 2025-03-10 00:( 4 KB
~ [0 es.uc3m.android.cache drw: 2025-03-10 00:( 4 KB

~ [J cache drw: 2025-03-10 15:2 4 KB
= temporal.txt -rw- 2025-03-1015:2 14B

[0 code_cache drw: 2025-03-1015:2 4 KB
[ files drw: 2025-03-10 15:3 4 KB
[ lio Irwx 2025-03-10 15:2 98 B

[J es.uc3m.android.datastore drw: 2025-03-10 00:( 4 KB
[J es.uc3m.android.firebase drw: 2025-03-10 00:( 4 KB
7 es.uc3m.android.geocodin drw: 2025-03-10 00:( 4 KB
[D es.uc3m.android.internal  drw: 2025-03-10 00:( 4 KB
[[J es.uc3m.android.location drw: 2025-03-10 00:( 4 KB
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4. Files - External storage

 For reading/writing in the external storage of an Android device, the
first thing we need to do in our app project is to specify a system
permission that the user must grant

* This is done using the tag uses-permission in the manifest file:

<uses-permission
android:name="android.permission.READ_ EXTERNAL_STORAGE"
android:maxSdkVersion="32" />

<uses-permission
android:name="android.permission.WRITE_EXTERNAL_STORAGE"
android:maxSdkVersion="32"
tools:ignore="ScopedStorage" />

i Starting from Android 13 (API level 33), these
permissions are no longer required for accessing
shared files due to the introduction of scoped

storage and more granular permissions

https://developer.android.com/training/data-storage/shared
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4. Files - External storage

class ExternalStorageHelper(private val context: Context) { \\4:% b

// Get the public documents directory N

fun getPublicDocumentsDir(): File? { S
return Environment.getExternalStoragePublicDirectory(Environment.DIRECTORY_DOCUMENTS) N

} 3

// Write to a file 1in external storage

fun writeToExternalStorage(fileName: String, content: String): Boolean { |n th|s example’ we use
return try {

val documentsDir = getPublicDocumentsDir() another helper CIaSS to

if ((documentsDir != null) && !documentsDir.exists()) {

, documentsDirakdirs() encapsulate all the access to
val file = File(documentsDir, fileName) the external Storage

FileOutputStream(file).use { stream ->
stream.write(content.toByteArray())

}

true

} catch (e: IOException) {
Toast.makeText(context, e.message, Toast.LENGTH_LONG).show()
false

}

// Read from a file 1in external storage
fun readFromExternalStorage(fileName: String): String {
return try {
val documentsDir = getPublicDocumentsDir()
val file = File(documentsDir, fileName)
Toast.makeText(context, file.absolutePath, Toast.LENGTH_LONG).show()
file.bufferedReader().use { reader ->
reader.readText ()
}
} catch (e: IOException) {
Toast.makeText(context, e.message, Toast.LENGTH_LONG).show()


https://github.com/bonigarcia/android-examples/tree/main/FilesExternalStorage

@Composable

fun

) A
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4. Files - External storage

RequestPermissions(
onPermissionsGranted: () -> Unit, onPermissionsDenied: () -> Unit

val permissions = if (Build.VERSION.SDK_ INT >= Build.VERSION_CODES.TIRAMISU) {
arrayOf(Manifest.permission.READ_MEDIA IMAGES, Manifest.permission.READ _MEDIA VIDEO)
} else {
arrayOf(
Manifest.permission.READ EXTERNAL_STORAGE, Manifest.permission.WRITE_EXTERNAL_STORAGE
)
}

val launcher = rememberLauncherForActivityResult(
contract = ActivityResultContracts.RequestMultiplePermissions()
) { permissionsMap ->
val allGranted = permissionsMap.values.all { it }
if (allGranted) {
onPermissionsGranted()
} else {
onPermissionsDenied()

}

}

LaunchedEffect(Unit) {
launcher.launch(permissions) We nQEd to implement the

permissions grant in our
composable logic

}

B

Allow External Storage to
access photos and media on
your device?

410 & o

File Name
( external.txt

File Content
{This is an example

File saved successfully!

example = examples

Read File
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4. Files - External storage

* The paths for public directories are standardized and can be accessed

using the Environment class:

Directory Path

Downloads /storage/emulated/0/Download
Pictures /storage/emulated/0/Pictures
Music /storage/emulated/0/Music
Movies /storage/emulated/0/Movies
Documents /storage/emulated/0/Documents
Camera /storage/emulated/0/DCIM

Device Explorer
[& Pixel 4 API 30 Android 11

Files Processes

Mame

~ [ storage
[ 0000-0000
~ [0 emulated
v [0
[ Alarms
[3 Android
[J Audiobooks
[T DCIM
~ [J Documents
= external.txt
[ Download
[ Movies
[ Music

Permissions

drwx--x---
drwxrwx---
drwxrwx=--=-

drwxrwx---

Date Size

2025-03-10 00:05 100 B
1970-01-01 01:00 2 KB
2025-03-10 00:04 4 KB
2025-03-10 00:05 4 KB
2025-03-10 00:05 4 KB
2025-03-10 00:05 4 KB
2025-03-10 00:05 4 KB
2025-03-10 00:05 4 KB
2025-03-1016:10 4 KB
2025-03-1016:10 18 B
2025-03-10 00:05 4 KB
2025-03-10 00:05 4 KB
2025-03-10 00:05 4 KB
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5. Local database - Relational databases

* A relational database (RDBMS) stores data as a set of tables with
columns and rows following the relational model (RM), which was
postulated in 1970 by Edgar Frank Codd at IBM laboratories:

— Tables store information about the objects being represented
— Each column of a table stores a certain type of data

— The rows (or record) of the table represent a collection of related values of an
object or entity

— A field stores the value of a row and column
— Each row in a table usually have a unique identifier called a primary key
- Rows from different tables can be related to foreign keys

1 Superman Clark Kent 1 2
2 Spiderman | Peter Parker 2 T (1 Marvel

() |+t~ [ Bruce Banner |- B » —

SuperHeroes SuperHeroesUniverse Universe
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5. Local database - Relational databases

e SQL (Standard Query Language) is a standard language that allows us
managing a DBMS

* SQL commands fall into two categories:

— Data Manipulation Language (DML). Allows performing basic operations on
data (CRUD = create, read, update, delete): SELECT, INSERT, DELETE,
UPDATE

— Data Definition Language (DDL). Allows you to create, delete and modify
tables, users, views, or indexes: CREATE TABLE, DROP TABLE, ALTER
TABLE



Mobile Applications - 4. Storing data in Android

5. Local database - SQLite

e SQLite is a lightweight open-source relational database written in C
— SQLite is included by default in Android devices

e As usual in RDBMS, we use SQL to manage the data and data
definition in SQLite

* Each SQLite database is stored as a single binary file. In Android, these
files are store in the following path:

/data/data/<package name>/databases

* There are two main ways to manage SQLite databases in Android
— Low-level: Through the class SOLiteOpenHelper
— High-level: Through the Room API

WSQLite

https://www.sqlite.org/



https://developer.android.com/reference/android/database/sqlite/SQLiteDatabase
https://www.sqlite.org/
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5. Local database - Room persistence library

* A convenient way to manage SQLite databases from Android apps is
through the Room persistence library

* This library provides different benefits, such as:
- Compile-time verification of SQL queries
— Custom annotations to map tables to Java
- Improved support for database migration and preloaded databases

https://developer.android.com/training/data-storage/room
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5. Local database - Room persistence library

* There are three major components in Room:

1. Data entities that represent tables in the database

— Classes annotated with @Entity, containing attributes annotated with
@PrimaryKey (for setting the primary key)

2. Data Access Objects (DAOs) that provide methods that an app can
use to query, update, insert, and delete data in the database

— Interfaces annotated with (@Dao, containing methods annotated with @Query
(for reading data), @Insert (for inserting data), @Update (for updating data),
and @Delete (for deleting)

3. The database class that serves as the main access point with the
local database
— A single Java/Kotlin class annotated with @Database
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5. Local database - Room persistence library
* The entity class used in the Room demo is as follows: 6

@Entity(tableName = "notes™)

data class Note(
@PrimaryKey(autoGenerate = true) val id: Int = @, // Auto-generated ID
val title: String,
val body: String

)

This entity will be used to
manage a SQLite table like this

_—
o Jove  Jeowy |



https://github.com/bonigarcia/android-examples/tree/main/Room
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° e \‘fo}of\ ‘\\
[ = A 9 \\
L rsistence library &
%6
 The DAO interface used in this demo is as follows:
@Dao
interface NoteDao { T
@Insert(onConflict = OnConflictStrategy.REPLACE) The suspend keyword indicates
suspend fun insert(note: Note) that this is a coroutine function,
@Update meaning it can manage
suspend fun update(note: Note) ) asynchronous database operations.

@Query("DELETE FROM notes WHERE id = :id")
suspend fun delete(id: Int)

@Query("SELECT * FROM notes ORDER BY id DESC")
fun getAllNotes(): LiveData<List<Note>>

} A
The suspend keyword is not used in
the getAlINotes method because it
returns a LiveData object, which is

designed to handle asynchronous
operations internally
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e The database class used this demo is as follows:

We need specify all the
entities (Kotlin classes)

We need specify
abstract method using
the DAO interfaces

@Database(entities = [Note::class], version = 1, exportSchema = false)
abstract class NoteDatabase : RoomDatabase() {
abstract fun noteDao(): NoteDao

companion object {
@Volatile
private var INSTANCE: NoteDatabase? = null

fun getDatabase(context: Context): NoteDatabase {
return INSTANCE ?: synchronized(this) {

val instance = Room.databaseBuilder(
context.applicationContext,
NoteDatabase::class.java,
"note_database.db"

).build()

INSTANCE = instance

instance

We need to extend
RoomDatabase

Creation of connection to
the database using Room
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%y
° [ )
5. Local database - Room persistence library
° \\‘\ooc:\\
\\\ ff& \\\
\\(’6 R\
class NoteViewModel(application: Application) : AndroidViewModel(application) { \\\
private val noteDao = NoteDatabase.getDatabase(application).noteDao() \\
val allNotes: LiveData<List<Note>> = noteDao.getAllNotes()
fun addNote(title: String, body: String) {
viewModelScope.launch {
val note = Note(title = title, body = body)
noteDao.insert(note)
}
}
fun updateNote(id: Int, title: String, body: String) {
viewModelScope.launch {
val note = Note(id = id, title = title, body = body)
noteDao.update(note)
} } Finally, we access the
database in our Kotlin logic
fun deleteNote(id: Int) { tvpicallv in a ViewModel
viewModelScope.launch { ( yP _y .
noteDao.delete(id) class), invoking the DAO
y } methods to manage the data
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This is an example

Hello!

Add Note

Title
This is an example

o L)

Body
Hello!l
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5. Local database - Database inspector

* It is possible to browse the database using
an integrated database inspector available
in Android Studio (View = Tool Windows
- App Inspection)

— App Inspection = Database inspector

App Inspection

E [& Pixel 4 APl 30 > es.uc3m.android.room

><

-':;f Databases

& @@ % D

©

| = note_database
f notes

0]

ffl room_master_table

O main

Dapp *» srC

% Network Inspector

i New Query [1]

SELECT * FROM notes;

El note_database

& Live updates |7

id

‘= Background Task Inspector

&N

title

This is an example

Results are read-only

+ body
Hello!
28 (12 chars) CRL

S0

Database Demo

% =

P © &

File

Edit
View
Navigate
Code
Refactor
Build
Run
Tools
Git
Window
Help

[57 es.uc3m.andrc
[ java
[Zres
[E] drawable
[57 layout
[ menu
[=] mipmap
[ values
</> colors.xml
/> strings.xml
[E] themes (2
/> themes.:
/> themes..
[Zres

radle Scripts

= proguard-rules.pr

i1 gradle.properties

Tool Windows

Appearance

Quick Definition
Show Siblings
Quick Type Definition

Recent Files
Recently Changed Files
Recent Locations

Recent Changes

Quick Switch Scheme...

Active Editor

Reset Font Size

Bidi Text Base Direction

1 gradle-wrapper.properties

<7 settings.gradle

local.properties (SO

o Commit
[ Project

[.] Bookmarks — Alt+2
&, Find

fa Structure

(&) Services

@ Git

(=) Profiler

£ App Inspection >t
[ App Links Assistant

7 App Quality Insights

T Build

& Build Variants

[* Device Explorer D

[ Device Manager

Gradle
2 Hierarchy

I3, Layout Inspector

= Logcat

% Notifications

7% Pull Requests

5 Resource Manager
[% Running Devices

(& statistic

Terminal 2
= ToDo
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5. Local database - Preloaded database

* It is possible to create a SQLite database using an external tool and
copy it to our Android app

— This option can be interesting for having preloaded data in our apps, for
example for the final project app
* The procedure to use this preloaded database can be as follows:
1. Create SQLite database. For instance, using DB Browser for SQLite

:,E https://sqlitebrowser.org/

2. Copy the SQLite database in an assets folder

3. Load database in our project (we can use shared preferences to do it only
one time)



https://sqlitebrowser.org/
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5. Local database - Preloaded database

1. Create SQLite database. For instance, using DB Browser for SQLite:

= DB Browser for SOLite — O ot

File Edit Vew Tools Help

B New Database £ Open Database =¥ Open Project Save Project 2 AL
Datebase Structure  BrowseData  EditPragmas  Execute SQL Edit Database Cell g x | Edit table definition ? X
y Create Table yCreate Index 1 Modify Table Delete Table SIPrint Mode: |Text = 1 -] | Table
notes|
Name Type Schema |
1 W Advanced

Fields Constraints

[dAdd [dRemD\re = Move to top = Move up Move down Mo
ME=D Apply Name Type NN PK Al U Defaut Check
Size of data currently in table id INTEGER ~|O O
tith TEXT
Remote 8 x e ~O O O O
body TEXT -0 O O d
Identity |Select an identity to connect
DBHub.io Local Current Database
< 3
MName Last modified Size
1 CREATE TABLE "notes" (
2 v_id" INTEGER,
3 "title" TEXT,
et "body™ TEXT,
5 PRIMARY KEY("_id" AUTOINCREMENT)
6 i

< > Cancel

SQL Log Plot DB Schema Remate
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5. Local database - Preloaded database

1. Create SQLite database. For instance, using DB Browser for SQLite:

= DB Browser for SOLite - C\Users\bonit\Downloads\mydb.db

- O *
Fle Edit Wew Tools Help
New Database & Open Database [ Write Changes L Revert Changes 2/ Open Project || Save Project 4 Close Database
Database Structure Browse Data Edit Pragmas Execute SQL Edit Database Cell g
“Create Table o Create Index (=Print Mode: | Text w IE = I__Lj [ (& ,E:]

Name Type Schema : ﬂ
v || Tables (2)

| notes CREATE TABLE "n

| sglite_sequence CREATE TABLE s

Indices (0)

3 Views (0) Type of data currently in cell: Text f Numeric Apply
. 1 character(s)
L[ Triggers (0}
Remote =
Identity |Select an identity to connect
DBHub.io Local Current Database
MName Last modified Size
£ >
>
SQL Log Plot DB Schema Remote

2 DB Browser for SQLite - C:\Users\boni\Downloads\mydb.db

- [m] X
Fle Edit View Tools Help
NewDatabase g Open Database [Write Changes | £ Revert Changes i/Open Project [ [jSave Project 3 Close Datzbase
Database Structre ~ BrowseData  EditPragmas  Execute SQU Edit Database Cell -}
Table:| || notes VB % s E&a8 B B Mode: Text | [ EREBEE &
_id title body
1 d
Filter Filter |F\\te\
1 1 First post 1st body
2 2 Second post 2nt body
Type of data currently in cell: Text / Numeric p—
8 character(s) il
Remote g x
Identity |Select an identity to connect
DBHub.io  Local  CurrentDatabase
Name Last modified size
< >
WX
S0Llog  Plot  DBSchema  Remote
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5. Local database - Preloaded database

2. Copy the SQLite database in an assets folder

File Edit View Mavigate Code Analyze Refactor Build Run Tools Git Window Help

PreloadedDatabaseDemo app

Preloaded Database Demo

¥ Android ~ T = | 4 -
g app
N T -
= Add C++ to Module 5 C++ Class
E < Cut Ctrl+X @ C/C++ Source File
; =] Lopy Ctrl+C 7 C/C++ Header File
Copy Path... & Android Resource File
é [ paste Ctrl+V Android Resource Directory
§ Find Usages Alt+F7 Sample Data Directory
%: Find in Files... Ctrl+Mayis+F = File
™ Replace in Files... Ctrl+Mayis+R = Scratch File Ctrl+ Alt+ Mayus+Insertar
Analyze > Directory
g @ Gra Refactor > Image Ascet
E Add to Favorites » VE(t.D' ASISEt
g Reformat Code Ctrl+Alt+L Kotisen
g Optimize Imports Crls Alt+ 0 Kotlin Worksheet
= Run 'All Tests' CirbeMayiseF10 AV L
Fragment »

Debug 'All Tests'

U} Run Al Tests' with Coverage

We can use the Android Studio

Modify Run Configuration... Ssrvica ’ .
Cpart st > roeFlier wizard New—>Folder—>Assets folder
Local History " AML » Java Folder
Git Wear » Java Resources Folder
S Reload from Disk AIDL » Raw Resources Folder
4% Compare With... Ctrl+D Widget 3 RenderScript Folder
Open Module Settings F4 Google 3 Res Folder
Load/Unload Modules... Compose » XML Resources Folder
Mark Directory as » Other >
Remove BOM EditorCenfig File
Add BOM 1| Resource Bundle
Convert Java File to Kotlin File Ctrl+Alt+Mayids+ K

Structure
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5. Local database - Preloaded database
3. Load database in our project %
* The room library eases the manipulation of a preloaded databases

* We need to put the preloaded database in the assets folder and invoke the method
createFromAsset in the database class

@Database(entities = [Note::class], version = 1, exportSchema = false)
abstract class NoteDatabase : RoomDatabase() {
abstract fun noteDao(): NoteDao

companion object {
@Volatile
private var INSTANCE: NoteDatabase? = null

fun getDatabase(context: Context): NoteDatabase {
return INSTANCE ?: synchronized(this) {
val instance = Room.databaseBuilder(
context.applicationContext,
NoteDatabase::class.java,
"note_database.db"
).createFromAsset("preloaded notes.db")

.build()
INSTANCE = instance
instance


https://github.com/bonigarcia/android-examples/tree/main/RoomPreloaded
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6. Content providers

* A content provider is type of app component in Android (together
with activities, broadcast receivers, and services) aimed to share data
between different apps

Your application

Your content -
provider Other applications
implementation
Your data
storage

https://developer.android.com/guide/topics/providers/content-providers
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6. Content providers

* A content provider behaves like a distributed database where other
apos can carry out CRUD (create, read, update, and delete)
operations

— Using the methods: insert(), query(), update(), and delete()

* To create a content provider in Android, we need:
1. Create a subclass of ContentProvider
2. Register it in the Manifest (using the tag provider)

* The demo app ContentProvider provides a basic example using a
content provider

- It is an app that exposed CRUD operations on a basic table through a content
provider



https://github.com/bonigarcia/android-examples/tree/main/ContentProvider
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6. Content providers

* A content provider is identified in Android using a content URI
(Uniform Resource Identifier)

- An URl is a unique sequence of characters that identifies a logical or physical
resource

- URL (Uniform Resource Locators) is subsets of URIs aimed to identify web
resources

e The structure of a content URI in Android is as follows:

content://provider-name/path

_ -
Schema App id Some label
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6. Content providers

class MyContentProvider : ContentProvider() {

private lateinit var dbHelper: MyDatabaseHelper N
e ege ps . o
Method to initialize the provider . .
override fun onCreate(): Boolean { N
dbHelper = MyDatabaseHelper(context!!)
return true

}

Q override fun quer
Method to read data from the provider i e, 2
projection: Array<String>?,
selection: String?,
selectionArgs: Array<String>?,
sortOrder: String?
): Cursor {
val db = dbHelper.readableDatabase
return db.query(TABLE_NAME, projection, selection, selectionArgs, null, null, sortOrder)

Method to write data into the provider ’

override fun insert(uri: Uri, values: ContentValues?): Uri {
val db = dbHelper.writableDatabase
val id = db.insert(TABLE_NAME, null, values)

return ContentUris.withAppendedId(uri, id)
Method to update data from the }
prOVider override fun update(
uri: Uri, values: ContentValues?, selection: String?, selectionArgs: Array<String>?
): Int {

val db = dbHelper.writableDatabase
return db.update(TABLE_NAME, values, selection, selectionArgs)

Method to delete data from the provider _—

override fun delete(uri: Uri, selection: String?, selectionArgs: Array<String>?): Int {
val db = dbHelper.writableDatabase
return db.delete(TABLE_NAME, selection, selectionArgs)

Method to return the MIME type }

H override fun getType(uri: Uri): String {
Correspondlng to a Content URI ’> return "vnd.android.cursor.dir/vnd.com.example.provider.${TABLE_NAME}"
}



https://github.com/bonigarcia/android-examples/tree/main/ContentProvider
https://developer.android.com/guide/topics/providers/content-provider-creating#MIMETypes

Mobile Applications - 4. Storing data in Android

Table of contents

7. Takeaways



Mobile Applications - 4. Storing data in Android

7. Takeaways

* Firebase is a set of backend cloud computing services provided by Google
— Cloud Firestore is a cloud-hosted NoSQL document database within Firebase
— Firebase Authentication is a Firebase service provided that simplifies the process of
adding user authentication to apps
e DataStore is lightweight mechanism for storing name/value data

e Also, we can use regular files for writing and reading persistent data in the
internal or external storage

— The user must grant permissions to access the external storage

 Android provides access to SQLite, which is a lightweight open-source
relational database
— The Room persistence library eases the management of SQLite for Android

— We can use an external tool (like DB Browser for SQLite) to create a preloaded
database to be included in our Android app project

e Content providers is a type of app component which allows to share data
between different apps
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